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DTI API ACCESS GUIDE

www.dtif.org



Document Purpose

This documentation serves as a guide for users to access and utilize DTI’s API.

Document Control

Version Date Notes
V1.0 25/06/2024 1% reviewed and approved version
V2.0 14/11/2025 Updated for latest token process
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Authentication

Overview

The DTI APl can be accessed by registered users through the DTIF Home Page. From the Registry
drop down menu, select DTl API, then choose either UAT or Production API.

Registration on DTl website is free and available via this link.
Please note that while access to UAT environment is free, access to Production is a paid service.

To interact with any DTl API, users must first obtain access token by authenticating with their login
credentials.
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https://dtif.org/
https://dtif.org/dti-api/
https://dtif-token-forms.dtif.org/signup

& Authentication Steps

Step 1 — Login to Obtain Tokens

e (o to/v2/api/login, click Try it out to enable the username and password fields.

Authentication DTl authentication using dtif.org users A

/v2/api/login Login oA

Username and password that you used in dtif.org registration. Contact support@dtif.org if you wish to have access to this API

/——\\
Parameters Try it out
No parameters
Request body "#7'¢ icati i @ ]

username * reavired

string

password * reauired

string($password)

e Provide your DTl registered username and password then click Execute.
o “username” —the registered user’s login email address
o “password” —the corresponding account password

N2/api/login Login A

Username and password that you used in dtif.org registration. Contact support@dtif.org if you wish to have access to this API.

Parameters Cancel | | Reset

No parameters

required I =

Request body

username * reauired
string

string

password * reaured

string($password)

Responses
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Code

200

A successful response returns an access token and refresh token, both valid for 15 minutes.

Details

Response body

{

"access_token": "eyJhbGciOiJSUzIINilsInR5cCI6IkpXVCIsImtpZCI6IINZMHFIYXIGTUFGYIBvV2UOV2dXaCJ9.eyJ1c2VyX3N1YnNjcmiwdGivbil6lkVudGVycHIpc2UiLCIIbWFpbCI6implc3NpY2EubWFubGFuz2
10QGVOcmFkaw5nc29mdHdhemUuY29tliwiYXBpX2Fjy2Vzeyl6WyIVQVQiXSwiaXNzljoiaHROcHM6ELY9KZXYtZHRpZilvemcuZXUuYXV0aDAUY29tLyISINNTYil6im FldGgwfDY4Nzec3MDMSZTY2Mjg1ZjZKZTk2Z
JZSIsimF1ZCI6WyJodHRwczovL2FwaS5kdGImLm9yZy9yZWdpc3RyeSIsimhO0dHBzOIBvZGVZLWR0aWYtb3InLmVILmF1dGgwLmNvbsS21c2VyaWSsmbyldLCI pYXQIOJE3NjISMZEXN]YsImV4cCIEMTc2MjkzN

Dc2Niwic2NveGUIOiIveGVuaWQgeHIVZmIsZSBIbWFpbCBvZmZsaWSIX2FjY2Vzeylsimd0eSI6InBhc3N3b31kliwiYXpwljoiTDh2UDZhalJINBEQ4ZEt4ZksxZE94VIhCdzR1ek1ICUGWIfQ.C1_bqdKLvdcizDLI8Bhu
UQcI2jzb9i3GenZKFMhLYIRLncRM2ludlUonakfIZRtHYVBKS_bfDLW-xgkl4wigEj_qm9Q1QxKiObkIteeCxgulB2xSKj5qrzINOuA4dmfYhXJ-Jb-tpYIAOSP5UIZ7e0EBhh7110h Ty 43kHiFw2vjG O0KaLuuWjjwhp
pTfoOcxm|SF43_t-tfqoxvKrPRaFY2UzFrcQCbQVRMCTmMIWNTi71210Dtyl FrSKVOBbgTa36GNVQZHKiWImchJUFxylWO6S586KDyD Qe 4B5wv5QGgQIiLBhcllbeg2kUX4IXzSvtOXQvjXeRulambGKDZi3Q",

"refresh_token": "v1.McOQr2NPfU2qP_BFKqH9255ug_Im38jVafMg2tefLp EUF0qG2zzBOPLGUYWVDT73-AbHgw-IMpQUOIE9-nJhoTew"
)

Step 2 — Use Access Token

To include the access token in all API calls, first copy the access token from the response

then scroll up to click on Authorize.

D‘igi_’t‘al

Token Identifier - AP| v2 @D &

orfopenapi-v2ym

The DTIF API, version 2.0.0, provides access to DTIF Registry Data.

Terms of service

Contact the developer

=

Authentication DT authentication using dtif.org users A

| e /v2/apiflogin Login 8V
e v2/apiflogin/frefresh Refresh Token @

BTIF
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e Paste the access token in Value field then Authorize.
e [fthe token expires, requests will return 401 Unauthorized.

Available authorizations

bearerAuth (http, Bearer)

Value:

Access Token Renewal

e Goto /v2/api/login/refresh, click Try it out to enable refresh_token field in the request
body.
SRR fv2/apiflogin/refresh Refresh Token a8~
Use this endpoint to refresh your access token. Provide your current refresh token to obtain a new access token.

|
Parameters Try it out ‘}

No parameters

Request body 9"/ application/json ~ l

Example Value Schema

{

"refresh_token": "string”

H

DIGITAL
TOKEN
IDENTIFIER
FOUNDATION



e Provide the refresh_token (obtained during login) in the request body, then Execute.

/v2/api/login/refresh Refresh Token

Use this endpoint to refresh your access token. Provide your current refresh token to obtain a new access token.

Parameters Cancel | | Reset

No parameters

Request body 9" ired

applicationfjson v

v
“refresh_token”: "vi.Mipts40mPz1U5MtP1IkQANbohX8Qu7-NZKNEBMIWCPmY xt70CSFKFLZcyBKhbaXijPhVsp j2NoN6holCqTnok”
2

A successful response returns an access token and refresh token, both valid for 15
minutes

e To use newly obtained access token, follow Step 2.

Code Details

200
Response body

{

"access_token": "eyJhbGciOiJSUzIINilsInR5cCIEIkpXVCIsImtpZCI6IINZMHFTYXIGTUFGYIBvV2UOV2dXaCJ9.eyJ1c2VyX3N1YnNjem IwdGIvbil6lkVudGVycHIpc2UiLCIIbWFpbCI6implc3NpY2EubWFubGFuz2
10QGVoemFkawsnc29mdHdhemUuY29tliwiYXBpX2FjY2Vzeyl6WyIVQVQiXSwiaXNzljoiaHROcHM6LY9kZXYtZHRpZilvemcuZXUuYXV0aDAUY29tLyIsINNTYil6ImF1dGgwfDY4Nze3MDMSZTY2MjglZjZkZTk2Z
JljZSIsimF1ZC16WyJodHRwczovL2FwaS5kdGImLm9yZy9yZWdpc3RyeSIsimh0dHBzOi8VZGV2LWR0aWYtb3InLmVILmMF1dGgwLmNvbS91c2VyaW5smbyldLCIpYXQIOJE3NjISMzM4NzgsimV4cCI6MTc2Mjkz

NzQ30Cwic2NveGUiOilveGVuawQgcHIVZmISZSBIbWFpbCBvZmZsaWSIX2FjY2Vzeylsimd0eSIEWYyJyZWZyZXNoX3Rva2VuliwicGFze3dvemQiXSwiYXpwljoiTDh2UDZhalINbEQ4AZEt4ZksxZE94VIhCdzRlek
1CUGWIfQ.XYf48mWBWuIWBYq5RPPvgq403rdkNqks7XGUFBVwol3GvHePexkbpSbwzAKXhgArOrVwU75EsvppTCIBmGAWEKIMMRZ_AzmObtoMzRDFGSAeYA_3wZ_OTlkvk-0lzhbvVCWsWGCNIONXIEapF
2ChDxXERCk9vgCIFKoFd3_jHRYHNgy6qASCIvVAG6sSoBVIIZ1iwlgBxnUq4dPdhPykRIXI9-v9QwaMhit6ayUKrPHMRjKVTVZXHW28yjTLIJ_mAJhv-tPX5nalettwTQYtW3b1zQftwVVymLeVIH9y4wd4uGjEBdhCV
_gSNdaEQkD4WLyCa_dSkgkiX-MFMd-GOw",

"refresh_token": "vi.Mmpts4OmPzIUSMtP1JkQANDbSQNzj5kImBxCb4I5mpdcfGGa-cFZeBcWeCS7cKI0JRuUYO7UIMIrzdSq-pp8vKSsc”
3
}

B2 Download
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<]

Treat the Login API as a one-time-entry point and the Refresh Token API as your session
maintenance access. This keeps your session active securely while reducing load on the
authentication service.

Refresh your access token before it expires (around 13-14 minutes).
Store all tokens securely; never log or expose them in logs or URLs.

Handle 401 Unauthorized responses by attempting a token refresh first.

NENNINEN

Reach out to DTIF at support@dtif.org for any assistance.
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mailto:support@dtif.org

