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Document Purpose 
This documentation serves as a guide for users to access and utilize DTI’s API.  
  

  

Document Control  

  

 Version  Date  Notes  
V1.0   25/06/2024  1st reviewed and approved version   

  V2.0   14/11/2025 Updated for latest token process  
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Authentication  

Overview 

The DTI API can be accessed by registered users through the DTIF Home Page. From the Registry 
drop down menu, select DTI API, then choose either UAT or Production API. 
  
Registration on DTI website is free and available via this link.  

Please note that while access to UAT environment is free, access to Production is a paid service. 

To interact with any DTI API, users must first obtain access token by authenticating with their login 
credentials. 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://dtif.org/
https://dtif.org/dti-api/
https://dtif-token-forms.dtif.org/signup


 4 

 

 

Authentication Steps 

 

Step 1 – Login to Obtain Tokens 
 

• Go to /v2/api/login, click Try it out to enable the username and password fields.  
 

 

• Provide your DTI registered username and password then click Execute.  
o “username” — the registered user’s login email address 
o “password” — the corresponding account password 
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• A successful response returns an access token and refresh token, both valid for 15 minutes.  

 

Step 2 – Use Access Token  
 

• To include the access token in all API calls, first copy the access token from the response 
then scroll up to click on Authorize.  
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• Paste the access token in Value field then Authorize.   
• If the token expires, requests will return 401 Unauthorized.  

 

 
 

Access Token Renewal 
 

• Go to /v2/api/login/refresh, click Try it out to enable refresh_token field in the request 
body.  
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• Provide the refresh_token (obtained during login) in the request body, then Execute.  

 

 
 

• A successful response returns an access token and refresh token, both valid for 15 
minutes 

• To use newly obtained access token, follow Step 2.  
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Tips 
 

Treat the Login API as a one-time-entry point and the Refresh Token API as your session 
maintenance access. This keeps your session active securely while reducing load on the 
authentication service.  

Refresh your access token before it expires (around 13–14 minutes). 

Store all tokens securely; never log or expose them in logs or URLs.  

Handle 401 Unauthorized responses by attempting a token refresh first. 

Reach out to DTIF at support@dtif.org for any assistance. 

 

mailto:support@dtif.org

